Appendix 12

 MOL Management Functions

1.
Concept Statement.  The purpose of this appendix is to describe a set of MOL web application management functions required for various Echelon 4 and 5 users.  In order to implement BCP-1 functionality at the RUC unit level and below, there must exist several management functions for users at the Echelon 4 and 5 levels.  These users include administrators at local administrative centers (CONADs, GPACs, IPACs), the MISSOs, the MISSA, and other designated Echelon 5 entities at HQMC. 
2.
Business Process Rules – Core Functions.  The items listed below shall be implemented in order to enable the management of user accounts and permissions and other tasks necessary to administer BCP-1 functionality across the entire Marine Corps.  It desired to arm various Echelon 4 and 5 users with functions such that these users may manage user accounts, adjust permissions, troubleshoot user problems, and view the state of data in the MOL web application.  The end state of implementing these MOL management functions, placed in the hands of Marines at Echelon 4 and 5, will dramatically reduce the involvement of the developer (TSO) to be involved in day-to-day user account management and trouble shooting. 


a.
Permissions Management.  Designated users at the MISSA and MISSOs will need the capability to view and edit user permissions for the various tasks defined in this SCR and future SCRs.  Accordingly, there will be some type of interface available to these users by which they might management user permissions.  



(1) Provide an interface to view all permissions assigned to a single user account for all tasks.  Ensure the layout is easy to use and understand.  Provide a mechanism to search for single individual MOL user by SSN value.  The result of the search will return a view of the permission values for all tasks for that user. 



(2)
Provide an interface to view all permissions assigned to a group of users within a single RUC.  Ensure the layout is easy to use and understand.  Provide a mechanism to search for single individual unit by RUC value.  The result of the search will return a view of the permission values for all tasks for all users within the RUC. The list of users will be displayed in alphabetical order by default.  The list of users shall be sort-able by SSN, LName, and Rank.  



(3)
Whether viewing permissions data for a single user or multiple users, the following data fields will be displayed.  These are the minimum data field that will be displayed.  TSO will determine if other data fields need to be added will improve permissions management functions.

· Full Name

· Rank

· PMOS

· Present Unit (Present_RUC, Company, Platoon, & Work Section)

· Temporary Unit (Temporary_RUC, Company, Platoon, & Work Section)

· FAP Unit (FAP_RUC, Company, Platoon, & Work Section)

· Reserve Unit (Reserve_RUC, Company, Platoon, & Work Section)

· Future Unit (Future_RUC, Company, Platoon, & Work Section)

· All tasks and the associated permission settings and date effective



(4)
Users shall be able to edit all permission settings defined in general terms in Appendix 2 – Workflow and specific settings further defined for individual administrative tasks (Leave, Pro/Cons, etc.) listed in the other appendices. 



(5)
Users shall be able to edit unit code values for all RUC types and their associated Company, Platoon and Work Section values.  This functionality is akin to the power granted to users at Echelon 2/3 for unit management.  The capability to edit/update unit values is necessary in order to administer permission setting since permission settings are tied logically to the subject user’s membership in a particular RUC.  A common permissions troubleshooting task will be to adjust unit values so that the subject user will have unit scope for a specific task in that unit. 



(6)
Edits/updates made to user permissions shall be affected in the MOL data source immediately thus affecting the tasks the subject user may view/perform.  



(7) There will be the capability to manage (view/edit) permission settings by individual Task.  This view by filter by any combination unit values (whole Marine, Corps, selected MCCs, selected RUCs, Single RUC, single Company within a single RUC, etc.)  This will enable the user to troubleshoot problems by task.  It will also enable the user to see “at a glance” which users within a certain defined unit scope have permissions for a certain task. 



(8)
There will be some type of mechanism that allows the user to designate the special set of permissions associated with a designated “RUC Level Unit Commander.”  See Appendix 2 – Workflow for a description of the special functionalities associated with this special user account.



(9)
There will be some type of mechanism by which the user may manage the status of each unit represented by a RUC data value.  This mechanism will enable the user to “turn on” or “turn-off” BCP-1 functionality.  It is envisioned that this mechanism will be used by the MISSOs to “roll-out” BCP-1 functionality RUC by RUC. 



(10) Once BCP-1 goes into production, no user of MOL will be able to see any BCP-1 web pages.  To “get the ball rolling”, TSO will assign full permissions with unit scope of the entire MOL user population to the permissions management area to a group of designated users in the MISSA.  Once the MISSA has permissions to this area, they may in turn grant these permissions to user at MISSOs.  The MISSA will be able to grant full permissions to this area and may grant unit scope to include the entire MOL user population or can designate the unit scope to only the RUCs within each MISSO jurisdiction.  Once the MISSOs have been granted permissions to the permissions management area, they may in turn grant permissions to management area to the administrative centers (CONADs, IPACS, GPACS, etc.)



(11) “Grant” permissions for the permissions management area will be limited to a select few users at the MISSA and MISSOs.   The MISSA will maintain a list of all users who have Grant permissions to the Permissions Management area.

For example, only a few officers at a MISSO might be given the “Grant” permissions for the permissions management area.  These MISSO/officers would then only grant access (“Approval/Execute) to the other users within the MISSO so that perform their jobs.  These users, however, would not be able to further grant access to other users.  



(12) Whenever an Echelon 4/5 user modifies any permission information, that user’s data will automatically be recorded along with the date the changes were made.  This data will be read only to Echelon 4/5 users.  This will serve as a tracking mechanism and as a deterrent against fraud.


b.
Global Data Access and Enhanced Ad Hoc Reports.  In Appendix 10 – Reports Process, the baseline requirements for standard reports and ad hoc reports was detailed.  The functions described in this appendix were written with a focus on users at Echelon 2/3 that have unit scope of a single RUC.  However, it is desired that the reports functionality be designed to allow users at Echelon 4 and 5 to use them.  By definition, some users at Echelon 3 and Echelon 4/5 users have unit scope that is greater than a single RUC level unit.  With the initial production version of BCP-1, it is envisioned that the data fields available in ad hoc reports will be limited to those listed in Appendix 10.  However, certain designated users at Echelon 4/5 should have access to all data fields within the MOL web application.  This capability is required so that these users may troubleshoot any and all user problems.  Primarily these users will be limited to those users at the MISSA and the MISSOs.  This enhanced Ad Hoc reports capability will implement the following functionality.



(1)
Provide an interface that allows the designated Echelon 4/5 users to view (READ-ONLY) all data fields in the MOL web application (ODSE date fields and MOL data fields). 



(2)
Users should be able to search for a single user by SSN or a group of users by unit definition.



(3)
Provide a menu mechanism that groups like data items together (Individual Marine data, User Permission data, Leave Request Transaction data, Pro/Con Transaction data, etc.).  Provide sub topic menu items as required, until eventually the user may select the data fields of interest. 



(4)
This enhanced ad hoc reports for Echelon 4/5 users will implement all functionalities described for reports in Appendix 10.



(5)
Provide some type of easy to read/understand database schema/help menu that allows users to determine where they may locate data fields.



(6)
 These ad hoc reports will READ-Only.



(7)
Provide a mechanism to print the resultant reports. 

c. EPAR Processing at Echelon 4/5.  As described in Appendix 11 – EPAR Process, users with Approval permissions for the EPAR process at the Echelon 2/3 level will be able to forward an EPAR to the administrative unit (CONAD) that support their RUC level unit.  Therefore, the need exists to build an interface for users at the CONAD and MISSOs to manage the received EPARs and to designate Echelon 4/5 users that can take action on the EPARs from RUC level users.  The following functions will be implemented. 



(1)
Users at Echelon 4/5 (CONADs and MISSOs) will need an interface similar to the one described for Echelon 2/3 users in Appendix 11.  



(2) Users at the CONAD will need a mechanism by which they can designate/select the units (defined by RUC values) that their CONAD supports.  By designating the RUC they “cover”, the functionality can be built to ensure that when an Approver at a particular RUC “sends” an EPAR to their admin unit, only a single admin unit shall “receive” it.  Ensure that only a single admin unit can receive EPARs from a particular RUC.



(3)
Users at each MISSO will need a mechanism by which they can designate/select the CONADs (probably defined by users) that their MISSO supports.  By designating the CONADs they “cover”, the functionality can be built to ensure that when a user at a CONAD “sends” an EPAR to their MISSO, only a single MISSO shall “receive” it.  Ensure that only a single MISSO can receive EPARs from the admin units in their MISSO jurisdiction.



(4) There should exist a mechanism by which the CONADs/MISSOs can designate which administrators (Echelon 4 users) within their CONAD/MISSO will have access to the CONAD’s or MISSO’s EPAR Processing area.




(5)
Any user with permissions to access the CONAD/MISSO EPAR Processing Area may select an EPAR that has been sent to their CONAD/MISSO unit.  Once a user “takes” the EPAR, they have possession of that EPAR and that fact will be immediately visible to other EPAR users at the CONAD/MISSO.



(6)
Any user at Echelon 4/5 that takes action on an EPAR, may take final action on the EPAR and close the EPAR or may “send” the EPAR to another Echelon 4/5 user within their CONAD or their Parent MISSO.



(7)
EPARs received at the Echelon 4/5 level should show all previous actions by the users in the chain of command or EPAR Processors at the CONAD/MISSO. 



(8)
EPARs being processed at a CONAD can be sent to their parent MISSA much like Approvers at a RUC can send an EPAR to their CONAD.   



(9)
As stated in Appendix –11, the subject Marine and all users within the subject Marine’s chain of command with EPAR permissions will be able to see all actions taken by users at Echelon 4/5.  



(10) If an EPAR is received at the Echelon 4/5 level, all users with EPAR permission will be able to view (Read-Only), but not “take” the EPAR.  This will allow Echelon 4/5 leaders to monitor the processing of EPARs by their subordinates.



(11) Any Echelon 4/5 EPAR user may “take” an EPAR from another Echelon 4/5 user within their scope.  This capability is similar to the “Take a Task” function described in Appendix 2 -Workflow for Echelon 2/3 users.  Users who get “taken” will be notified as described in Appendix 2.



(12) The display area of the CONAD/MISSO EPAR work area will show the subject of the EPAR, Date Transmitted to that CONAD/MISSO, and what user at the CONAD/MISSSO has “taken possession” of the EPAR for action (if any).



(13) Once EPARs have been finalized/closed they will be removed from the active EPAR working area and moved to a “Closed EPAR” area where they can be viewed during a later session if desired.  Closed EPARs will remain accessible for 90 calendars days after the close date.  After 90 days, the closed EPARs will be automatically deleted form the MOL web application. 



(14) As users are viewing EPAR data there shall be an option by which they view & print a “clean print” version of the EPAR data. 

d. MOL User Account Management.  Due to the large volume of Help Desk requests to troubleshoot MOL username and password problems, there needs to be interface built to enable the resolution of these problems in a decentralized manner.  Therefore the following functionality will be implemented.



(1)
 Provide an interface by which a user may view MOL user account information.  



(2)
Provide a search mechanism that allows the user to locate subject Marine’s account information by inputting an SSN.  The result of the search should return the following data. 

· Rank

· Full Name

· Unit (RUC, Co, Plt, Work Section) in plain English

· Unit Address

· Work Phone

· Email Address

· MOL Username

· Date account Created

· Date account last accessed

· Date Modified

· Echelon 4/5 User that created modified the account

· Other data fields that current Help Desk personnel utilize 



(3)
At no time shall user’s passwords be visible to the Help Desk personnel.  This is to ensure that our security protocol is not compromised by “authorized users.”



(4)
Provide the same mechanisms for this functionality that current MOL Help Desk personnel use to troubleshoot username/password problems.  In other words, the MOL User Account Management Function should have the capability such that the Help Desk personnel can “reset” the user’s account so that the user can re-establish access to the MOL application (set new password in a secure manner).  



(5)
When Help Desk personnel “reset” an account, it is desires that the user’s current profile/permissions and data state be maintained and not be deleted. 


e.
Commanders Messaging System.  Certain designated Echelon 3-5 users will need the capability to draft a text message and then “post” that message to all MOL users or a defined set of MOL users.  The following functions will be implement to support this global messaging capability.



(1)
Provide an interface by which the user may input the following data items that relate to the message to be broadcasted.

· Subject.

· Message Body (Free form text area - capable of contain greater than 255 characters).

· Date of Message (Auto generated from Client Machine when message is committed).

· Rank of Message Author – auto-generated.

· Full Name of Message Author – auto-generated.

· Unit(s) to receive Message

· Duration of Message (1-5 Days) 



(2)
Once the author completes the contents of the message and “submits” it to the MOL web application, confirm with the user that the message is correct/error free and once submitted the message will be broadcast immediately the desired group of users.



(3)
Like all other tasks, permissions for this task will be defined by unit scope.  As such the user may only send the message to the units within their unit scope.  Provide an input mechanism by which the user may define what groups (by unit) of users should receive the message.



(4)
 The message received by the targeted users will be displayed on the user’s initial logon screen/MOL home page.



(5)
 Messages will be posted to the login screens of the designated users for duration designated by the sender (1-5 calendar days) from the date/time the message was posted.  Once the duration elapses, the message will no longer be posted to user’s logon screen.



(6)
Message authors may view a history of their messages for 90 days.  After 90 days, the message will be deleted from the system automatically.



(7)
Message authors will be able to recall their message at any time during the broadcast period.  If the message is recalled, the message is no longer displayed to the targeted users’ login screens.



(8)
MISSOs will be the only entity that can assign permissions to the messaging function.  The MISSO shall not be able to “Give Grant” permissions for this function to users such that those users could further grant the permissions.  This is desired to “keep a lid” on this functionality.



(9)
The intent of the messaging system is to allow commanders to personally draft and post messages to the users within their command.  We do not envision a host of staff personnel having this capability.  For if they did possess this capability, we would expect “information overload.”  


f.
Help Desk Functions.  It is envisioned that many of the functions described above will be used by the MISSA, MISSOs and/or CONADS to stand up a system of decentralized help desks and thus replace the current single Help Desk provider (TSO).  Transfer of Help Desk functionality will be phased in during BCP-1 implementation from June 2003 – December 2003. 

The target date to completely dissolve TSO Help Desk participation is no later than 1 December 2003.  To achieve this transition, it is desired that TSO review the functions described in this document and provide recommendations for any further functions necessary to implement Help Desk capabilities at the MISSA, MISSOS, and CONADs.  In addition to the functions described above, which may in part or whole, be used to support help desks at various levels, the current MOL Web Application will need to be modified as various help desks are stood up.  When the MISSA and MISSOs stand up a national/regional help desk capability, the following tasks will be performed. 



(1)
Change the functionality of the current MOL Web Application Menu item of “Support” that contains the following sub menu items:

· Problem Reports

· Comments

· Phone Numbers 

such that they are “rewired” to the appropriate Help Desk and or reflects data for that help desk.



(2)
 Instead of one national help desk phone number, the phone numbers for the regional help desks (MISSOs) will be posted.  Initially, all regional help desk phone numbers will be posted and the individual user will have to determine which MISSO/help desk to call.  At some point in the future it is envisioned that a phone call routine system will be installed such that the MISSO that covers the owing RUC of the user is called by default during normal working hours and routed to another MISSO/help desk if the local MISSO is closed (after normal working hours).     



(3)
Problem reports and comments will be emailed/routed to email accounts established for the regional help desk.  Logic will be built to determine the unit (RUC) of the user that is sending the report/comments and thus routed to the local help desk that covers that RUC.  The MISSOs will grant access to the email account to Echelon 4/5 users who have help desk watch standing duties. 



(4)
The current MOL web application login page also has “Help Contact data.”  This data will also be revised and “rewired” to reflect local help desk functionality.  



(5) Once local Help Desks are stood up at the MISSOs, it is desired to create a Help Desk work area similar to the EPAR work area (See Par 2c above and Appendix 11 EPARs) such that help requests/suggestions submitted by all MOL users are “routed” to the local Help Desk at the MISSO who “owns” the user by virtue of that user’s unit membership (RUC value).  




(a)
Similar to EPAR processing at Echelon 4/5, the Help requests/suggestions submitted by Echelon 1 users will appear in their MISSO’s Help Desk Work area where designated users may view them and take action on them.  




(b)
Like EPARs, these user messages are tagged with the Echelon 4/5 user data that processes the message.  




(c)
The MISSA should have the capability view all MOL Help Requests/Suggestion for the entire MOL population, but would have no responsibility to “process” then if the message from the user is a request for help – the Local help desk at the MISSO shall process these requests.


g.
Statistics Monitoring.  To aid Echelon 4/5 users in gauging the success of the MOL application and the load on the system, there shall be an interface that displays data regarding MOL usage statistics.  This area will display READ-only data about past MOL usage and the current state of the MOL application.  By keeping an automated tab on MOL functional usage, the Program Manager, Functional (M&RA), and the service provider (TSO) may easily view usage data without the requirement of TSO running special queries.  The following functions will be implemented.  



(1)
 Provide an interface by which the user may view statistical data about the MOL web application.



(2)
 Devise a mechanism or menu system where the user may select the various statistical reports/view.



(3)
 The following statistics/data will be calculated/displayed when activated by the user. These items may be grouped collectively and wired to a few links/menu items versus individual activation.

· Number of Total MOL Accounts

· Number of Users Connected 

· Cumulative/Total number of MCTFS transactions

· Total number of successful MCTFS transactions

· Total Number of Failed MCTFS transactions

· Cumulative number of Individual Marine Leave Requests Initiated in the System

· Cumulative number of Individual Marine Leave Taken reported in MCTFS via MOL

· Cumulative number of Individual Marine Pro/Con Marks reported to MCTFS via MOL

· Cumulative number of Special Liberty Requests initiated in MOL 

· Cumulative number of Locator Requests conducted in MOL

· Cumulative number of PTAD conducted in MOL

· Cumulative number of times the ad hoc reports functions is used in MOL

· Cumulative number of times the standard functions is used in MOL

· Cumulative number of Individual Marine Promotion Recommendations reported to MCTFS via MOL

· Cumulative number of EPARs initiated in the system

· Cumulative number of EPARs by Type.

· Cumulative number of times the Unit Management area is accessed (Only count 1X per session)

· Cumulative number of times the “Morning Report” is accessed (Only count 1X per session)

· Cumulative number of times the Global Message system is used 

· Current number of Individual Marine EPAR transaction records resident in MOL

· Current number of Individual Marine Special Liberty transaction records resident in MOL

· Current number of Individual Marine PTAD transaction records resident in MOL

· Current number of Individual Marine Pro/Con Marks transaction records resident in MOL

· Current number of Individual Marine Leave Request transactions records resident in MOL   

(4)
 The above statistics shall be tracked by RUC so that varying levels of statistical granularity regarding MOL usage may be viewed.  Users will be able to designate the unit scope of the statistics they wish to view (Single RUC, multiple selected RUCs, a single MCC, multiple selected MCCs, or the entire Marine Corps).  Tracking these statistics by RUC will enable any aggregate rollup report. 



(5)
 The user shall be able to print any report/view displayed. There should be no Web Application architecture (navigation menu items, banners, etc. along the edge of report…just the data in the target frame).  Report header shall contain the unit scope of the data and a date/time the data was generated.
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