Appendix 2

Workflow Concept


1.
Concept Statement.  This concept is core to all other concepts contained the Total Force Administration (TFAS) BCP-1 and all future expansions of the Marine OnLine (MOL) web application.  Development of a web application that moves information through a chain of command within the Marine Corps in order to process and take action on an administrative task requires that a concept of workflow management be applied.  

2.
Alternate Method.  Paper-based routing. 

3.
Current Processing.   Current processing of MOL is that of a single echelon self-certified transaction processing.  

4.
System Specifications.


a.
Files Affected:  MCTFS, ODSE, TFAS.


b.
Input Affected:  None.


c.
Processing Affected:  MCTFS Poster, Diary Feedback Process, Collection Server, MOL, TFAS BCP-0, MCTFS Mainframe MQ Series, TFAS Queue and the ODSE database, load and extract.

5.
Definitions.


a.
Task:  The administrative task being performed.  These are the administrative requests or actions created by the originator and passed up his/her chain of command for action.  For BCP-1, these tasks include Leave Request, Pro/Cons Recommendations and Assignment, Promotion Recommendations, etc.  See appendices for description of individual tasks.
b. Originator:  The user who creates or initiates a task.


c.
Unit:
Groups of users characterized and defined by values in several data fields found in the MCTFS/MOL data source database.  Combinations of these data fields define an echelon of command or unit.  A “Unit” could be a major subordinate command designated by a Monitored Command Code (MCC), a Battalion/Squadron/Independent Command designated by a Reporting Unit Code (RUC), Company, Platoon, or a Work Section.  


d.
Chain:  The route a task will take among multiple Echelon 1-5 users.  The route begins with a single originator and may be passed to any number of other users who have active reviewer (recommend/not recommend) permissions or may be sent directly to a user with approval authority.  The chain ends with a single user who has approval permissions.  It can be based on existing operational or administrative chains, a combination of both, or neither.  While a majority of BCP-1 tasks listed in the appendices pertain to routing chains within Echelons 1 through 3 within a single RUC unit, routing chains and data views may entail Echelon 3 users with permissions encompassing multiple RUCs and/or users with Echelon 4/5 capability.  Future BCPs will contain tasks that require routing above the single RUC unit scope level (Echelon 3).  For this reason, the workflow architecture should be constructed in such a manner that allows for designation of task permissions with unit scope above the single RUC level.  In other words, certain Echelon 3-5 users will require permissions for tasks and data views that encompass combinations of multiple RUCs, a single MCC, multiple MCCs, MISSO jurisdictions, Active/Reserve Components, and all organizational entities within the Marine Corps (entire MOL personnel database).


e.
Reporting Unit Commander:  A single user who is the commanding officer of a unit designated with a unique value for Present_Reporting_Unit_Code (RUC) within MCTFS or Reserve_Reporting_Unit_Code {Reserve Units}.  This “RUC unit” is a battalion, squadron, a reserve unit, or independent unit. 


f.
Echelon 1:  Users at Echelon 1 include all Marines (active, reserve, and retired) that have valid Marine On Line Accounts.  Since every Marine can access the system as an Echelon 1 user, some users may have multiple roles (Echelon 2, Echelon 3, etc. permissions) within the TFAS Web Application. 


g.
Echelon 2:  Users at echelon 2 include those individuals who only have permissions to view data and/or take administrative action on some group of Marines defined by a unit that is smaller that a battalion/squadron (RUC Level), i.e. units defined by Company, Platoon, or Work Section codes within a single RUC unit.  Echelon 2 users are the small unit leaders.  Some common roles include work section leader (squad leader), platoon sergeant, platoon commander, company first sergeant and company commander.  It should be noted, however, that specific billet titles are irrelevant as there are a number of RUC units with non-traditional substructure and billet nomenclature.  Echelon 2 users will also include civilian and other attached service personnel, as these individuals are often present in a Marine’s chain of command.  Echelon 2 or higher users may submit requests (originate tasks) on behalf of Echelon 1 users.  


h.  Echelon 3:  Users at Echelon 3 include those individuals who have the ability to view data and/or take administrative action on groups of Marines defined by a single RUC, a combination of multiple RUCs, a single MCC, or multiple MCCs.  

    
i.
Echelon 4:  Any activity that provides administrative support, to include personnel and pay transaction reporting in response to requests received from echelons 1 through 3.  Examples include Personnel Administrative Centers, MISSOs, Disbursing/Finance Offices, and local housing authorities.


j.
Echelon 5:  Headquarters Marine Corps and other similar activities, which direct policy, retain final approval authority and have ownership over business processes.  Examples include M&RA Department, DFAS, Veterans Administration or Secretary of the Navy.  


k.
User:  
The description of a “user” or “users” within a “unit” as used below in the description of workflow functionality means all Marines, Civilians, and other service personnel who are assigned to a RUC level unit as a permanent member (Present_RUC or Reserve_RUC) or are who assigned temporarily (Temporary_RUC or TAD_RUC) and are reporting daily to that unit.  It should be noted that a user may be a member of more than one unit….assigned “permanently” to one unit (Present_RUC) and is TAD to another unit (Temporary_RUC). 


6.
Assumptions.


a.
Each unit designated by a Reporting Unit Code (RUC) will have to “clean-up” the data values contained in the newly created Company, Platoon and Work Section data fields in order for workflow to function properly.


b.
There will only be a single email data field resident in MCTFS/ODSE/MOL Data source.  See Appendix 13 – Miscellaneous BCP-1 Tasks for a description of work on “cleaning up” the existing two email data fields.  Once there is only a single email data field, it is assumed that all Marines will have access to a computer with email capability.  It is required that any individual who is authorized to register for an MOL account must provide an email address upon MOL registration.


c.
Every person represented in the MCTFS/ODSE/MOL Data Source has a valid MOL account or can easily obtain one.


d.
Every person represented in the MCTFS/ODSE/MOL Data Source is a member of a valid work section, platoon, company, RUC, and MCC.


e.
It is assumed that the data values for fields of Present_Monitored_Comamnd_ Code and Present_Reporting_Unit_Code for each personnel record in MCTFS/ODSE/MOL data source is are valid and accurate.


f.
In cases where an Echelon 1 user is unable to gain access to a computer with Internet capability to conduct administrative business, it is assumed that some Echelon 2 user in that Marine’s chain of command will have access to a computer with Internet capability and can conduct business on behalf of the Echelon 1 user.

7.
Work Flow Specifications.  The workflow architecture will be defined by permissions assigned to individual users at Echelon 2-5.  The chain for each task can and will be different for each task and will consist of a single user who initiates the request, any number (0-many) of active reviewers and, finally, a single user with approval authority for that task for the Marine who is the subject of the task.  Workflow permissions are defined by all of the following permission categories and each category has various levels of granularity.  

· Permission Type

· Individual User

· Unit Scope 

· Individual Task

For example, a specific user (Capt Benotz, A Co Cmdr, 1st BN…a Echelon 2 user) has been granted a specific permission (active reviewer) by his BN CMDR for specific task (Promotion Recommendations) for only a specific group of Marines in specified unit (A Co, 1st BN).  Therefore, permissions are defined by all workflow permission categories (permission type, individual task, individual user, and unit scope).


a.
Permissions Types.  Permission types exist for each individual task for each user for a particular unit scope.  These tasks are described separately in the appendices of this SCR (Leave Request, Pros/Cons, etc.) as well as tasks to be described in future BCPs.   The types of permissions for an individual task are as follows:

	Permission
	Description

	Grant Permissions
	Users that are assigned “Grant” permissions will have the ability to assign permissions to other users/subordinates.  By having Grant permissions, a user may also modify and delete permissions to other users that are within his/her unit scope.  Restrictions may apply to this permission based on law or regulation for each task and as specified below.  For example, if a user only possesses approval permission for a task, it means they only may approve the task.  They may not give this approval permission to another user just because they themselves possess the permission.  They may only “give away” approval permission to another subsequent user if they possess “Grant” permission for that task.  See paragraph below for “One Level-Down” exception to this definition for granting Approval permissions.

	Approval
	A user who has the authority to grant approval/disapproval for a task.  This user is the last stop in the workflow chain of command for a particular task.  Restrictions may apply to this permission based on law or regulation for each task and as specified below.  

	Active Reviewer
	A user within the chain of command situated between the originator and the individual who has the final approval authority for the task.  The active reviewer receives the request from the originator or another active reviewer.  The request “stops” for action by the active reviewer.  The active reviewer recommends approval or disapproval, provides comments, and then forwards the request to the next active reviewer or final approval authority. An Active Reviewer may also return it to the sender (either the originator and/or the active reviewer that sent it).  Information about the action taken by the active reviewer is then passed on to the originator, active reviewers and passive reviewers within the originator’s chain of command. 

	Passive Reviewer
	A user who receives a “courtesy copy” of the task from the “sender” of the task notification of actions taken by active reviewers and notification of the action by the final approval authority.  This courtesy copy can be generated automatically in certain situations or can be directed overtly by the sender of the task.

	View (Read-Only)
	A user who has the ability to view (Read-Only) the status of individual tasks as they are routed through the chain of command defined by the workflow architecture of the unit.  This permission/ role differs from a passive reviewer in that this user is not notified as each action is taken like a passive reviewer.  Instead, this user only views the state of transactions within the unit as/when the user desires via a web interface.  If user has any of the other permissions listed above, then they also have the View permission.


Table 1.  Work Flow Permissions



(1)
Any Echelon 2 users or above who has Approval, Active Reviewer, and/or Passive Reviewer permissions for a task may originate a task on the behalf of an Echelon 1 user.



(2)
Any Echelon 2 user or above who has Approval or Active Reviewer permissions for a task may “take” a task from another Echelon 2 or above user.  See paragraph regarding “Task Routing” below. 


b.
Unit Scope.   An individual user will only be able to exercise their task permission(s) (i.e. Active Reviewer for Leave Request) for a certain group of Marines.  This group of Marines is defined by the unit scope of the permission for that task for that user.  Unit scope can be defined for the following levels of granularity.  

· All Personnel in the Database (entire USMC)

· Any combination of MCCs and RUCs

· MCC

· RUC 

· Company

· Platoon

· Work Section.  

For example, a battalion commander (Echelon 3 user) would have RUC level granularity; i.e. the ability to view data and perform tasks on all personnel assigned to his/her RUC and no other RUCs.  Whereas, a platoon commander (Echelon 2 user) would typically only have permissions to view data and perform tasks for his/her platoon (Platoon level granularity) and no Marines from other platoons.  These are examples of single unit scope.

The system should be capable of allowing not only assigning permissions to single unit scope, but should also allow for combinations of units.

For example, a regimental commander will need permissions to take action and view data on multiple RUCs…the battalions that make up the regiment.  A Marine Division G-1 AC/S will need permissions for multiple RUCs, a single MCC, multiple MCCs, or combinations of RUCs and MCCs.
 


c.
Establishing Chain of Command and Assignment of Permissions. 



(1)
MISSOs will also have ability to assign any combination of permissions to any single user or groups of users within their jurisdiction.  A special case involving the assignment of permissions by MISSOs will be the designation of the Reporting Unit Commander.  MISSOs will have the ability to designate the “top of the pyramid” for the units with a unique RUC value in their jurisdiction.  The “top of the pyramid” for a single RUC unit is the Reporting Unit Commander (Commanding Officer of Battalion, Squadron or Independent Unit).  The Reporting Unit Commander will have a special role in that, through this user, all other personnel within that RUC will receive their Echelon 2/3 permissions.



(2)
There will be a default permissions template for the Reporting Unit Commander for all tasks available to the Reporting Unit Commander in Marine OnLine.  In other words, once the MISSO has designated an individual as the Commanding Officer for a RUC, all tasks available to that commander will have a default setting that are immediately available.  For BCP-1, this would mean the RUC CO has all permissions (Grant, Approval, etc.) for all tasks:  Leave, Pro/Cons, Special Liberty, Promotion Recommendations, etc).  These default permissions are defined individually for each task in the appendices.  In future BCPs, there may be some task(s) where the Reporting Unit Commander does not have Grant or Approval permissions, but only Active Reviewer permissions because the Commanding General has retained Grant and Approval authority or the Reporting Unit Commander is not permitted approval authority by law or regulation.  In this case, the default setting might be “Active Reviewer” for the Reporting Unit Commander and not “Approval” permission.



(3)
The Reporting Unit Commander will have the ability to assign permissions to any number (0-Many) of users within his/her unit (RUC).  There are two ways by which the Reporting Unit Commander can assign permissions:  1) Delegation of Reporting Unit Commander Role to an individual or individuals and 2) Assignment of Permissions for tasks to subordinate commanders, staff members, or any other user within the same RUC unit.



(4)
Delegation of Reporting Unit Commander Role.  The Reporting Unit Commander may delegate all of his/her permissions to another individual within the unit (RUC) except where restricted by law or regulation.  This function is simply the replication and assignment of the Reporting Unit Commander’s permissions to another user.  There are two distinct cases whereby this can occur and must be enforced in programming logic and/or backend database architecture.  The two cases are:   




(a)
“By Direction” (Normal Daily Business).  In this case, the Reporting Unit Commander has given all of his/her permissions to perform a task to another user (e.g. BN XO, BN Sgt Maj) and the task(s) are not restricted by law or regulation to be delegated.  For example, the Reporting Unit Commander is present and available, but has decided to let the BN XO handle the day-to-day non-regulated tasks.  This “By Dir” authority grants the user all of the same permissions as the Reporting Unit Commander except those that are restricted by law or regulation.  Assignment and activation of “By Dir” permissions does not deactivate any of the Reporting Unit Commander’s permissions.  




(b)
“Acting” (Commanding Officer Unavailable).  In this case, the Reporting Unit Commander is unavailable due to illness, death, leave, etc. and some other user is designated as the “Acting” Reporting Unit Commander.  The “Acting” user will then be able to all tasks associated with the Reporting Unit Commander’s permission profile including those governed by law or regulation.  This user is now, in essence, the Reporting Unit Commander.  This function will be capable of being activated in several ways.

· The Reporting Unit Commander will be able to designate a user as “Acting”.  The permissions can be assigned by simply turning them on/off or by setting Time/Dates effective (start and end date/time).  This will allow the commander to turn off/on the “Acting” function for another user when the commander is available to do so.  If the Reporting Unit Commander “turns on” the “Acting” capability for another user, the Reporting Unit Commander will only have View permissions and may not take action on any transaction or manage permissions except to take back his Reporting Unit Commander role and reactivate his permissions.  In other words there can only be one and only one Reporting Unit Commander at any instant of time. 

· The Reporting Unit Commander may also pre-designate a user (say the BN XO) to have “Acting” capabilities, but is turned off by default.  In the case where the Reporting Unit Commander is “suddenly and immediately unavailable” and failed to “turn on” the “Acting” function, this pre-designated “Acting” user may “turn on” the “Acting” function themselves, effectively he can “take” the Reporting Unit Commander role if he/she had been previously designated by the Reporting Unit Commander.

· MISSOs can designate a user as “Acting” and may turn on these permissions for the “Acting” user when directed by appropriate authority.



(5)
Assignment of Permissions.  The assignment of permissions to subordinate commanders, staff members or any other user within a RUC will begin with the Reporting Unit Commander.  The Reporting Unit Commander will have the ability to assign any number (0-Many) individual permissions for individual tasks with a specified unit scope to individual personnel within his/her unit (RUC).   These permissions for a user may be assigned by:

· Individual task.

· Selection of a default permissions template for multiple tasks for a certain role in the chain of command (e.g., Company Commander, etc.).

· Customizable Template.  Reporting Unit Commander may create their own task permissions templates, alter permissions for various tasks, save it for future use, and apply (assign) the permissions template to a user.  These customized templates will be associated with that Reporting Unit Commander’s MOL Profile and will be kept persistent so that the Reporting Unit Commander may access them at any time.

· Copy an existing permissions template for one individual and assign it to another user.  

For example when a company has a change of command, the out-going company commander’s permissions template may be copied and assigned to the in-coming company commander’s profile.  In this case the Reporting Unit Commander will also need to de-assign task permissions to the out-going company commander. 




(a)
There will be default permissions templates for the following unit roles.  
See individual task descriptions in the appendices for the default settings for each of these unit roles.

· RUC Executive Officer (XO)

· RUC Sergeant Major

· Company Level Unit Commander

· Platoon Level Unit Commander

· Work Section Level Leader

· Officer-of-the-Day




(b)
Assignment and management of task permissions by the Reporting Unit Commander will have the following functionality implemented.

· The Reporting Unit Commander will have the ability to grant any permission (as listed in Table 1 above) for an individual task, except those prohibited by law or regulation.  In other words, no “Approval” permission may be granted to another user by the Reporting Unit Commander where a law or regulation prohibits delegation of such approval authority.  

· When the Reporting Unit Commander assigns “Grant” and “Approval” permissions for a certain task to a certain user, that user will have the ability to further assign permissions (Grant, Approval, etc.) for any and all permissions to any number of his/her subordinates.

For example, if a company commander has been given “Grant” and “Active Reviewer” permissions by the Reporting Unit Commander for Promotion Recommendations, that company commander can assign “Grant” and “Active Reviewer” permissions to a platoon commander. Furthermore, that Platoon Commander can then assign “Grant” and “Active Reviewer” permissions to a Squad Leader, and so on.  

· Users with “Grant” permission for a certain task for a certain group of Marines (Unit Scope) may only assign “Grant” permissions with the same or lesser unit scope as the grantor’s permission unit scope.  In other words, the scope of the assigned Grant permission cannot exceed the unit scope of the grantor.  

For example, suppose a company commander has Grant and Active Reviewer permissions and does not have Approval permissions for Promotion Recommendation on all Marines within his/her company.  This company commander may only the assign the Active Reviewer, Passive Reviewer and Grant permission to a Platoon Commander within the same company with unit scope equal to or less than the company (presumably the unit scope would be just the platoon in question).  In other words, a company commander with company level unit scope and grant permission for a task may assign permissions for a task with unit scope of company, only a platoon within the company, or even just a work section within the company to any member of his/her company. 

· Users with “Grant” permission for a certain task for a certain group of Marines (Unit Scope) may only assign “Action” (Approval and Reviewers) permissions with the same or lesser unit scope as the grantor’s permission unit scope.  In other words, the scope of the granted action permission cannot exceed the unit scope of the grantor.  

For example, if a company commander, who has been given “Grant” and “Approval” permission for Pros and Cons for the Marines in his/her company, may not assign the approval permission for Pros/Cons to another user who is a member of another company.  The company commander may only assign the approval permission for Pros/Cons to a user who is a member of his/her company and the unit scope of that permission may only include the whole company or sub units within that company (i.e. a particular platoon or platoons, or a particular work section or work sections).

· “One Level-Down” Grant-Approval exception.  Approval permission for a task may only be assigned one level down from the user that received it from the Reporting Unit Commander.  

For example, if the Reporting Unit Commander assigns “Grant” and “Approval” permission for the Leave Request task to a company commander, that company commander may further give approval permission for Leave Requests to a platoon commander, but the platoon commander may not subsequently grant approval authority for a Leave Request to a squad leader.  If it is desired to give the Squad Leader approval permission for a task, Leave Request in this case, it must be assigned by the Company Commander.  

· If the Reporting Unit Commander or subsequent user within a RUC has been assigned permission(s) of Approval, Active Reviewer, Passive Reviewer, and/or View and not Grant permission, then that user cannot further delegate (assign) any of the permissions to other users.

· Only the Reporting Unit Commander, a user with “BirDir” and/or “Acting” authority, or other Echelon 3 user with RUC unit scope shall have the capability to give a user “Cross-Unit” Permissions within a RUC.  

For example, suppose the Battalion Adjutant (RUC Staff Member) wishes to have approval authority for Leave Requests for all Marines within the RUC unit and the company commander for A Company has Grant and Approval permissions for Leave Requests for A Company Marines only.  In this case the A Company Commander cannot grant Leave Approval authority for A Company Marines to the BN Adjutant since the Adjutant is a member of H&S Company and the A Company Commander only has A Company Scope.  Only the Reporting Unit Commander or other Echelon 3 user with RUC unit scope for the Leave Request task could assign this permission to the adjutant. 



(6)
Revocation of Permissions. 




(a)
Only Echelon 2 or higher users with “Grant” permission for a task may remove (de-assign) permissions for other users within the same or lesser unit scope.  If, after granting of permissions to a subordinate, the grantor loses his/her permissions, the subordinate will not lose the permissions.

For example, suppose Capt Simmons, Bravo Company Commander has Grant permissions for Pros/Cons for his entire company and has assigned the Grant and Active Reviewer permissions (and No Approval) to 1st Platoon, 2ndLtGreen for unit scope 1st Platoon, B Co.  2ndLT Green will continue to have these permissions until Capt Simmons removes them.  Additionally, suppose at some point in the future, Capt Simmons leaves B Co and has had his permissions de-assigned by the Reporting Unit Commander.  Then the Reporting Unit Commander gives Grant permissions for Pros/Cons to the new company commander, Capt Kenkel.  During the transition between company commanders, 2ndLt Green will still retain the permissions for Pros/Cons received from Capt Simmons.  Once Capt Kenkel has received his permissions from the Reporting Unit Commander, he may edit or remove 2ndLtLt Greens’ Active Reviewer Pros/Cons Permissions as long as the Reporting Unit Commander gave him Grant Permissions for that task with B Co unit scope.




(b)
All permissions for tasks will persist as long as the Echelon 2 or higher user is a permanent member of that unit (Present_RUC) or assigned TAD to that unit. 




(c)
If the Echelon 2 or higher user is transferred (PCS’d) from the unit, the permissions for that user will be deleted automatically.  See Appendix 6 – Unit Management & Status Report Process.




(d) If an Echelon 2 or higher user is not a permanent member of the unit but is assigned TAD to that unit (Temporary_RUC) and is assigned permissions for various tasks, these permissions will persist as long as that user is assigned TAD to the unit.  As soon as the user is de-assigned TAD from the unit and returns to his/her parent unit, the permissions will be deleted automatically.  See Appendix 6 – Unit Management & Status Report Process.



(e)
If an Echelon 2 or higher user is temporarily away from the unit (leave, TAD, etc.), his/her permissions will be retained.  It will be up to individual users to enable their out-of-office function in these cases.  If the period of absence will be substantially long, the Reporting Unit Commander and/or granter of permissions can de-assign them if desired/practical.  See Appendix 6 – Unit Management & Status Report Process.


d.
Originating and Routing a Task.  Once the MISSO has assigned a Reporting Unit Commander for a unit defined by a RUC and that Reporting Unit Commander has assigned various permissions for tasks to users within that unit, Echelon 1 users may begin to initiate tasks and route them through a chain of command.  The functionality described below characterizes how a task is routed through a chain of command. 



(1)
Each user in the chain must designate the next person in a chain of command to receive a task for action (recommend or approval).

(2) Actions/Capabilities available to the Originator:

· Fill in required data for a task.

· Selects a single user to which the task will be submitted.  Selection of the single user to “Send To” will be from a pre-populated list of Echelon 2/3 in his/her chain of command who have active reviewer or approval permissions.  The selected single user will be the next user in the workflow chain to take action on the task.

· May select an Active Reviewer to receive the task or may send the request directly to a user with Approval authority. 

· Submits task to that selected user.

· May designate any number (0-Many) of Echelon 2/3 users (Approvers, Active Reviewers or Passive Reviewers) to receive courtesy copies of the task.

· The originator does not decide and is not informed via the web who has Active Reviewer permission or who has Approval permission.  The originator merely selects a single user who will take action on the task from the group of Active Reviewers/ Approvers within his chain of command (unit scope).



(3)
The list of Echelon 2 or above users presented to the originator will be all of the Echelon 2 or above users who have Approval or Active Reviewer permissions for that task for the originator’s unit up to the RUC level for BCP-1 tasks.  Note: Future BCPs may encompass tasks that workflow that go above Echelon 3.  In these cases, users above Echelon 3 with permissions for actions will need to be displayed as possible recipients of the task.  Therefore, the contents (names of Echelon 2 and higher users) of the pre-populated list can and will vary by task type (Leave Request, Pros/Cons, etc.) and is determined by the appropriate upper bounds of the unit scope for approval for that task. 

As an illustration of this concept, suppose PFC Benotz in 2nd SQD, 3rd PLT, A Co, 1st BN (RUC = 11111) wants to submit a Leave Request and the following permission assignments listed in Table 2 below for the Leave Request Task exists for PFC Benotz’s chain of command (from his work section leader up to the RUC Unit Leader).  

	
	Unit Scope
	Grant
	Approve
	Active Review
	Passive Review
	View

	LtCol Smith (BN CO)
	11111
	X
	X
	X
	X
	X

	Maj Bond (BN XO)
	11111
	X
	X
	X
	X
	X

	Capt Admin (Bn Adj)
	11111
	
	X
	X
	X
	X

	Capt Simmons (A Co Cmdr)
	A Co, 11111
	X
	X
	X
	X
	X

	1stLt Mathews (A Co X)
	A Co, 11111
	
	X
	X
	X
	X

	1stSgt Jones (A Co 1stSgt)
	A Co, 11111
	
	
	
	X
	X

	Cpl Radar (A Co Clerk)
	A Co, 11111
	
	
	
	X
	X

	2nd Lt Green (3rd Plt Cmdr)
	3rd Plt, A Co, 11111
	
	
	X
	
	X

	SSgt Crazy (3rd Plt, Plt Sgt)
	A Co
	
	
	X
	
	X

	Sgt Bobo (3rd Plt, Plt Guide)
	3rd Plt, A Co, 11111
	
	
	
	X
	X

	Cpl Hardbutt (2nd Sqd Ldr, 3rd Plt)
	2SQD, 3rd Plt. A Co, 11111
	
	
	X
	
	X


Table 2.  Example Task:  Leave Request

PFC Benotz would see the following list of personnel for Active Reviewers/Approval Authorities who are able to receive the task for action.  

LtCol Smith

Maj Bond

Capt Admin

Capt Simmons

1stLtMathews

2ndLt Green

SSgt Crazy

Cpl Hardbutt

PFC Benotz will select one of these users to “receive” the task for action (Recommend Approval/Disapproval or Give Approval/Disapproval).  



(4)
It will be possible for an originator of a task to send the task directly to a user with approving permission and bypass any listed active reviewers.  If this event angers the users (active reviewers who wanted to be involved in the process) within the chain of command, it is up to the humans involved in the process to enforce proper routing.  



(5)
This routing functionality will allow for constantly changing chains of command and non-traditional chains of command and will reduce the programming and data requirements needed to “automate” upward routing of tasks.  In other words, as long as permissions (Approval, Active Reviewer, Passive Reviewer) for a task are assigned to at least one Echelon 2/3 user for a unit, then the Echelon 1 users within that unit scope may route a task to that user.



(6)
A user (originator or subsequent user in the chain) may select any number (0-Many) Echelon 2 and higher users  (Approvers, Active Reviewers, and Passive Reviewers) to receive a courtesy copy (CC:) of the task.  The courtesy copy of the task will appear in the pending task area of the Echelon 2 or higher user but will be READ-Only.  Once the user has read the task, it will be removed form the pending task area.



(7)
A user (originator or subsequent user in the chain) will have the capability to send an email notification of their task submission to any number (0-Many) users.  The user will input email addresses in free form text.  The email notification should include the following:  

· Task Type (Leave Requests, PTAD Request, etc.)

· Summary of Task as appropriate

· Rank and Full Name of Sender

· Unit of Sender (Work Section through RUC) in plain English

· Date and Local Time of Task Submission

· Comments by Sender

· Rank and Full Name of Recipient of the Task

This email “send” function is desired in order to facilitate the capability to “break out” of traditional/established chains of command.  If sending email is not the optimal solution to achieve this capability, the developer will propose a solution that meets this objective of sending notification and task data to users outside of the established chain of command. 



(8)
Originators may only select one Echelon 2 or higher user to receive a task for action.  This eliminates the “Who-has-It-For-Action” issue from occurring.



(9)
At any instant in time only one and only user will have a task for action.



(10) Echelon 2 or higher users with Active Reviewer, Passive Reviewer or Approval permissions for a task may view the status of all current “in-process” and past tasks within their unit scope.  



(11) Only Approvers and Active Reviewers may “take” a task away from another Echelon 2 or higher user and perform an action on the requested task.  The Echelon 2 or higher user who has a task “taken” from them will receive notice of this “taken action.”  If a task is taken form a user, the task will no longer appear in that user’s pending task area and will now have a READ-only message regarding the “take” action.  This message in the pending task area will detail:

· Summary of task.

· Task Type (Leave Request, etc.)

· Date Task was Originated

· Rank and Full Name of Originator

· Date and Local Time the Task was Taken

· Who Took the task (Rank and Full Name)

· Comments by Taker



(12) A task may only be “taken” while it is "in-process", i.e. the task has not yet been approved and another Echelon 2 or higher user currently has possession of it for action.  Once a task has been approved, the task may not be taken.



(13) Echelon 2 or higher users with Active Reviewer permissions may only “take” a task and apply the Recommend/Not Recommend function.  Just because the “took” a task does not all of a sudden mean they have approval permission.  Conversely, a user with Approval permission may take a task away from a Reviewer and approve/disapprove (take action, i.e. approve/disapprove) it immediately.



(14) A task that has been approved and is, therefore, not “in-process” may only be altered/edited by a user with approval permission for that task and only if the task is not yet been “committed” to MCTFS.  It is possible for one user to have approved a task and then later another user with approval permissions to reach in and change it.  Any time an approved task is altered, an update to the Date Approved and Rank/Name of the Approval Authority is made.  If the task has resulted in or is pending a MCTFS transaction, no Echelon 2/3 user may alter the task record. 

Suppose a leave request has been approved prior to the leave commencing and prior to the leave being taken and run as a diary (charging the leave), the originator desires to cancels the request/alters dates.  In this case, any approval authority for this task for the Marine in question may alter the dates/cancel the leave transaction.  However, if leave has already been charged in MCTFS and the dates were incorrect, there would be no functionality in BCP-1 whereby an Echelon 2/3 user could undue the leave charge MCTFS transaction.  CONAD would have to conduct the transaction. 



(15) There can be any number (0-Many) of users involved in the routing of task.  However, there must be one and only originator and one and only one approving authority.  Therefore, the number of active reviewers involved in a task is not bounded and is determined by each user as a task is routed.



(16) Any Echelon 2 or higher user who has approval permission for a task may choose to approve the task and end the routing chain or can elect to act as an Active Reviewer and pass it to another user (presumably one with Approval permission).



(17) If an Echelon 2 or higher user with approval permission for a task approves a task, the routing sequence ends and the desired function implied by “Approved” for the task is initiated by programming logic.



(18) The originator of a task is informed of each action by an Active Reviewer or Approval Authority by means of checking the status of the request via MOL. 



(19) All Passive Reviewers for a task are “notified” of the status of a request as it is routed through the chain but only when the task has passed between users who have different unit scope and the Passive Reviewer has the same Unit Scope as the Receiver.  Passive Reviewers are “notified” by checking the pending task work area where they will have received a READ-only notice.  After reading the task transaction data, it will be removed from the pending task work area.  They may also view all current and past tasks within their unit scope via MOL. 

For example, when a platoon commander sends his platoon’s Pros/Cons recommendations to the Company Commander, the Company 1stSgt who is a Passive Reviewer will receive notification since the task passed from platoon unit scope to company unit scope and the 1stSgt has Passive Review unit scope for Pros/Cons.   Conversely, if a platoon sergeant passes a task to the platoon commander and they both only have unit scope for their platoon, the Company 1stSgt will not receive a courtesy copy notification even though, the 1stSgt is a Passive Reviewer for the task.  The task was passed only within platoon scope and did not cross the company unit scope threshold where the 1stSgt should be notified. 



(20) The originator and all Echelon 2/3 users who have Approval, Active Reviewer or Passive Reviewer permissions for a task will be notified when a task has been approved.  The user who approved the task should not receive the notification.  The contents of this notification will include: 


· Task Type (Leave Request, etc.)

· Originator’s Rank and Full Name

· Unit of Originator (Work Section through RUC) in plain English

· Status/Decision (Approved or Disapproved)

· Date and Local Time of Status/Decision

· Rank and Full Name of Approving Official 



(21) “Out-of-Office” Policy.  Each Echelon 2 or higher user who has Active Reviewer or Approval permissions for a task will have an “Out-of-Office” function available.  The Out-of -Office function may be switched on/off and will take affect immediately.  They may also activate the function by setting Start and End Date/Times and enabling this “Dates Effective” function.   The effect of enabling the out-of-office function will be that originators cannot select them as a valid recipient of a task (i.e. their name is “grayed-out” or provide out-of-office flag/description). 



(22) Originators may “recall” certain tasks that are still in process (i.e. not yet approved).   Only certain tasks may be recalled.  See individual task description regarding recall functionality.





(23) Active Reviewers may “recall” certain tasks that are still in process (i.e. not yet approved).   Only certain tasks may be recalled.  See individual task description regarding recall functionality.



(24) Any Echelon 2/3 user or above who has Approval, Active Reviewer, and/or Passive Reviewer permissions for a task may originate a task on behalf of Echelon 1 user who is within their unit scope for that task.

8.
Interfaces.


a.
Reporting Unit Commander Permissions Management.  Because the Reporting Unit Commander is the “top of the pyramid” and has several unique functions, there will be separate interface available only to the Reporting Unit Commander or any individual designated as “Acting”.  This interface will implement all permission management functions described above that are unique to the Reporting Unit Commander, as well as all permission management functions described for Echelon 2/3 users.   


b.
User Permission Management.  Echelon 2 and higher users (Non Reporting Unit Commander users) who have been given “Grant” permissions for one or more tasks by another user will have an easy to use interface where they can manage assignment of permissions to other users within their unit scope.  All features described above for permission assignments and management will be implemented in this interface.


c.
Task Management and Action. Echelon 2 or higher users with Approval, Active Reviewer, Passive Reviewer, or View permissions for one or more tasks will have the following separate interfaces available:



(1)
Pending Tasks Work Area.  This is the “Inbox” where an Echelon 2 or higher user can take action and/or read messages on all “received” tasks.

· Menu or similar mechanism by which the user may select what task (Leave Requests, etc.) to work on.

· Provide a message to the user upon MOL logon that notifies them they have pending tasks and provide a link that takes them to the Pending Task Area. 

· Ability to select a single transaction for action.

· Ability to select multiple transactions of a like task and perform a “Group Edit” / take “Group Action”.

· For Approvers and Active Reviewers, they will be able to:

· Add data to task as appropriate.

· Approve or disapprove (if Approval allowed by permission).

· Recommend or Not Recommend (Active Reviewer).

· Return to sender.

· Return to Originator.

· Provide comments on any “sending” action. 

· Ability to send an email notification to any number of MOL users regarding the action on the task.  The email automatically populates with:

· Task Type (Leave Request, etc.

· Originator’s Rank and Full Name

· Unit of Originator (Work Section through RUC) in plain English.

· Action taken:  Approved/Disapproved, Rec/ Not Rec, etc. 

· Date of Action

· Rank and Full Name of Approving Official

· Comments to Email recipient

· For Passive Reviewers, the Pending Task Area only allows they to receive their notifications of actions taken by Approvers, Active Reviewers or when designated to receive a courtesy copy.  These messages are deleted when the user reads them. 

· Upon logon to MOL, all Echelon 2 and above users who have permissions for tasks will be provided with a message informing them if they have pending tasks.  This message will also contain a link to the Pending Tasks work area.

· All Echelon 2 and above users who have permissions for pending tasks will have a display of the count of pending items that require their attention.  This count is updated in as new items arrive for their action (increment count) or as they take care of pending items (decrement count).  This is similar to the display of the count of new mails in an Email In Box.  This count is updated in the background whenever the browser is refreshed or the user actuates a HTTP request.

· Users should be able to edit/add data for a certain pending task and then save the session without submitting it to another user.  They then can return during another session to complete the data editing and submit the task to another user.  



(2)
Unit Status/Action Taken History.  Echelon 2 or higher users will be able to select a task (Leave Request, Pros/Cons Recommendations) and view all transactions for that task type for Marines that are within their unit scope.  These transactions may be currently in process, already approved, or have completed a MCTFS diary transaction. This interface is predominately read-only for most echelon 2/3 users, as the “action” for a transaction takes place in the Pending Action Work Area.  Features to implement:

· Transactions for that task within the unit scope of the user should be summarized in a simple to understand table or list.  Transactions listed are summarized with click-able links to view details of the transaction and/or source document.  While the summary of transaction data will differ by task it should include:

· Originator Rank and Full Name

· Origination Date

· Rank and Full name of user who currently has possession of task

· Date Passed to the current holder of task

· Status (Reviewer has for action, Approver has for Action, Approved, etc.)

· MCTFS status (Not Applicable, Not Yet Submitted, Submitted, MCTFS updated successfully, MCTFS update failed) 

· Details about the transaction and the source document should be available in a detailed view.  

· If the user has the power to “Take” the transaction, there will be a mechanism available by which the user can initiate the “Taking” action from this task summary screen.  If the user does not have “Take” capability, the mechanism will not be present.

· If a user with “Take” capability performs a “Take”, the task is routed back to this user and the user must then go to the pending action work area to work on the task.

· Past history of transactions will remain in the listing until the “Time-to-Live” for that task expires.  After the expiration of the Time-to-Live, the transaction will no longer be listed. 

· Transactions that have reached their end state and a MCTFS transaction is pending or has been conducted, information regarding that MCTFS update will be available.  This information should include:

· Projected or actual date of MCTFS update

· Status of MCTFS update (Success/Failure)

· Clean printable report of the summarized transaction list.  There should be no Web Application architecture (navigation menu items, banners, etc. along the edge of report…just the data from the target frame).

· Clean printable report of the detail screen of a single transaction.  There should be no Web Application architecture (navigation menu items, banners, etc. along the edge of report…just the data from the target frame).

· Sort-able by origination date, approval date, unit, or originator LastName.

· Filterable by origination date, approval Date, unit, or originator LastName.  (User may designate to display only those Leave transactions that were originated after a certain date, etc.). 

(3)
Originator Task Work Area.  While each specific task (e.g., individual Leave Request for a individual Marine) inherently has different data requirements and will therefore require it’s own interface for originators, there are some common functions to all tasks and thus there should be some type of task work area that contains these common functions.

· For task originators who are generating a task pertaining to themselves provide some type of mechanism (Menu, tabs, etc.) that lists all tasks available. 

· Beyond tasks that pertain to themselves, there must be a mechanism related to taking action on the behalf or about other Marines if the user is an Echelon 2 and above user. These menu items are only available and viewable to Echelon 2/3 users and only contain items for which they submit tasks on the behalf of other Marines.  There should be logic that allows Echelon 2 users and above to only submit tasks on behalf of Marines within their task permissions unit scope and not for any other Marines who are out of their task permission unit scope.  

· Once a user has finishing adding data to the specific task, there should be a consistent/uniform “Submit Request (Task)” screen where the originator/action taker selects a single user to “receive” the task next, as well as any number of other users who should “receive” a courtesy copy.   The single “Submit To” should be populated from selectable list of valid Echelon 2/3 users (Approvers and Active Reviewers) in the originator’s chain – in this case only one selection is possible and it must be populated for the submit function to succeed.  The multiple addressee (0-Many) “Courtesy Copy” should also be populated form a selectable list of valid Echelon 2/3 users (Approvers, Active Reviewers and Passive Reviewers) in the originator’s chain – in this case none, one or multiple selections are possible.  Lastly, the user should be able to designate email recipients by inputting any number of free form text email addresses.  Content of the email is auto generated as specified above.

· Users should be able to create/edit/add data for a certain task and then save the session without submitting it to a user.  They then can return during another session to complete the data editing and submit the task to another user.  

· Provide a Cancel/Delete function for the originator to “dump” (delete all record) a transaction not yet submitted to any user.

· Provide a mechanism for the Originator to recall a task submitted to another user for rework or deletion as long as the task has yet resulted in a MCTFS transaction.  Update task status/summary when this occurs.

· Provide a mechanism for an Active Reviewer or Approver to recall a task submitted to another user for rework or deletion as long as the task has yet resulted in a MCTFS transaction.  Update task status/summary when this occurs.

· Clean printable report of the task currently being edited.   There should be no Web Application architecture (navigation menu items, banners, etc. along the edge of report…just the data in the target frame).


e.
MISSO Unit Permissions Management.  See Appendix 12 – MOL Management Functions for additional details. 



(1)
Ability to view and edit all permission settings for all tasks for any single user or groups of users within their jurisdiction.  Permission settings are described above and are defined by the individual user, permission type, unit scope, and task.  This functionality allows the MISSO to assign permissions to a user such that they could have permissions with unit scope above a single RUC.




(a)
Groups of users should be definable by rank and unit combinations (Work Section – MCCs).




(b) Once groups are defined, permissions can be assigned en masse to the defined set of users.




(c) Group definitions can be created, edited, and saved for later use.



(2)
MISSOS will have ability to create, edit, and save permissions templates.  These templates can then be used to apply permission sets to a single user or groups of users.



(3)
Ability to assign the special role (template of permissions) associated with the Reporting Unit Commander as well as the “Acting” role to users within a single RUC.



(4)
Ability to “turn on” and “turn off” all BCP-1 functionality for a RUC sized unit with their MISSO Jurisdiction.  If the BCP-1 functionality is “turned-off” all web architecture (menu items, links, logon messages, etc.) and pages related to BCP-1 are absent from the MOL web application and are inaccessible - users only see current BCP0/0A functionality.  If “turned on” all BCP-1 web architecture and pages are available and functioning as specified by permissions setting in user profiles for that unit.



(5)
Permission management view can be filtered by any combination of rank (O-1, O-2, etc.) and of units (MCC, RUC, Company, Platoon, and/or Work Section).  MISSOs can look at just a MCC…a single RUC…. a single Company within a RUC, multiple RUC, multiple MCCs, etc.


(6)
Data in views may be sorted by LastName, Rank, or SSN. 



(7)
Searchable by individual Marine by LastName or SSN (no leading “0” or “N”).


(8)
Clean printable report of the data view currently being viewed/edited.  There should be no Web Application architecture (navigation menu items, banners, etc. along the edge of report…just the data in the target frame).  This printable report is a “Permissions Report” for the defined view.
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