Appendix 9

 Personnel Locator Process

1.
Concept Statement.  The purpose of this process is to provide the ability to search for and locate an individual Marine/registered MOL user that may be contained in the MOL data source.  A successful search results in the display of information sufficient enough that contact with that individual can be made.  This process will improve the quantity and quality of contact data available on Marines.

2.
Business Process Rules – Core Functions.


a.
Any user at any echelon may conduct a search for contact information for any other Marine/MOL user.


b.
Users will be able to initiate the search by inputting a text value for another user’s Name or Social Security Number (SSN).



(1)
If searching by SSN, the user conducting the search must know the SSN.  SSNs from the data source will not be displayed.  Provide input error checking that ensures only a 9-digit number is permissible.  Notify user of any input error.  The user will not enter a leading “0” or “N” for SSN.  Search logic will allow for this type of SSN input and will ensure proper matching of the requested SSN and the SSNs in the data source - that do contain leading “0’s” and “N’s”.



(2)
If the user searches by Name, the search may consist of one or more of the following fields.  The search By Name must at least include a value for Last Name.  Search criteria values for first name, middle initial, and/or rank are optional and if inputted would help narrow the search.
· Last Name

· First Name

· Middle Initial

· Rank (Drop down list – Cpl, Sgt, etc.)


c.
Search logic involved for the (text) string matching should ensure that case (Upper Case, Lower Case) is disregarded.  For example, if a user enters “SMITH” in the Last Name field, a match would be found for “Smith”, “smith”, “SmItH”, etc.  Additionally, there shall be a capability to search with “wildcard” designations.  For example, the user might search for a last name that matches the first five characters (Smith*).  In this case, the search results would not only return all last names that match “Smith” (regardless of case), but also “Smith II”, “Smith Jr”, etc.


d.
Search Results.  If no matches are found, provide a user-friendly message indicating no individuals were found and provide some hints for improving the search (i.e. check spelling of Last Name).  If one or more matches are found, return to the user the following data elements.



(1)
A list of names appears with the following data displayed where by the user may select the name in order to view contact data. 

· Full Name

· Rank

· Service Component

· Active or reserve Component



(2)
Upon selection of one of the names listed, the following data will be displayed.

· Full Name (First Name, MI, Last Name)

· Rank (Sgt, 2ndLt, etc.)

· Service Component

· Active or Reserve Component

· Full Unit Name of (MCC, RUC, Company, Plt, Work Section) listed in plain English (no codes).  The “RUC” should be “Present_RUC” for Active Duty Marines/civilians and “Reserve_RUC” for Reserve Marines.

· Full Address of Unit (Street, State, Zip Code)

· Geographical Location

· Billet Description

· Work Phone (Area Code & 7-digit number)

· Email address (Hyperlink embedded)


e.
The number of searches that a single user may conduct during one 24-hour period will be limited to 50.  This restriction is desired in order to deter malicious (registered) users from conducting an unlimited quantity of searches in a short time period in an effort to compile aggregate personnel data on a unit(s) to which they are not authorized.


f.
Printing Search Results. Users will be able to print a hard copy of the contact data for an individual Marine.  The printed data will contain all of the fields described above for the search results.  There should be no Web Application architecture (navigation menu items, banners, etc. along the edge of report…just the data in the target frame).  

g.
The user is also given the capability to “Clear Search” and “Search Again” or exit the search area. 


h.
The current Marine Locator capability in the MOL application that is tied to the Navy Marine Corps White Pages shall be removed and replaced with this task.

3.
References.  None

4.
Policy Changes.   None.
5.
Default Permissions for Personal Locator Process.  As discussed in Appendix 2 – Workflow, there are a number of default permissions templates for the tasks contained in this SCR.  Since all MOL users may use the personal locator task, there is no default permissions template required.

6.
MCTFS Transactions Data.  None.

7.
Concerns.

a. No Privacy Act data (SSNs) from the MOL data source should be displayed to users. 

b. The intent of this process is to permit users to conduct a reasonable number of searches for contact data on other MOL users.  However, users with only Echelon 1 level of permissions should not be able to conduct an unlimited number of searches such that the aggregated data results in the compilation of unit manning strengths of which they are not authorized to view.  Developers should implement logic to prevent this “aggregation” attack that could comprise sensitive data to user not permitted to view this data.

8.
Justification.  None.

9.
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